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(57) Abstract 

PROBLEM TO BE SOLVED: To reduce the burden of a 
server by starting a restoration program when the 
restored 1st information is matched with its own 
generated 1st information. 

SOLUTION: A server device 2 generates the new random 
information (random number) R2 via an execution 
program EP2 and converts the data obtained by adding a 
random number R1 acquired at a data inverse conversion 
part 4 to the number R2 via a data conversion part 44 
based on the shared secret information Ss that is read 
out of a database 42 and registered to generate the data 
C (R2/R1, Ss) which are sent to a user device 1. The 
device 1 makes an execution program EP1 perform the 
inverse conversion of the shared secret information that 
is previously inputted by a user himself via a data 
inverse conversion part 32 and acquires the number R1. 
Then the program EP1 compares the number R1 
obtained at the part 32 with the previously generated 
number R1 via a comparator 33. When they are matched 
with each other its own thawing program UP is started to 
start the thawing of the compressed contents CC, 
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££j£3-£4XT-yTi:. SMOffiSS&a- - ffflHSA. 

[0032] ifc^Hflt^SIE^SSftti, ifffiPf 

4£fcfcJ:9. STcrn/^Alrj^LTi&iam^i 1 

£§SftfcfE®&ttTifc->-C. «^tfi«Kll*<0SSl<0ffi 
«fc 1 o^fci^WMfc W1BBW1: 
LT>>4;H3rfit*8fc fcttJB LT> 

fcBMR«B#«ll2«)flWlCJII 1 WiDXSrKEt- fc 
J:D»3«>IB**4*****r»7'*:* f&30itf8S: 

3efcrStt*£fcfcJc9S2«1IHI*a7cU ;«tju 

tt^2«o<»f8^^^-^^ffifflfr®2(7)anx^ss 

Xf»7k. S«Lfc^40ffl®t''f7^-^«rffifflL 
TcS-t-S^r-yT-fc. m7U$tL^m2<7)1P85r^.— fBJ 

[00331 4fc*W«cfli*aKi*l4» ifft-t^ 



ci*»Ta- ffflisistcRis-rsBi : ff^2<offlst 

fSfcSflS-^Xx-yTi:. *10flJ«i:**1Hlfc* i 
^7^.-:?£±Ji!c3tf4Xxy7*fc. ffflSta** 

3 <7M8# £ GSffl ixm i coin 

IcOiSmX^Stt^ t fc J: 0* 2 «0ffi*8£ StcS 4* 
r«y7-fc. «5ELfc»2«)nBB^W-^t«fl!LT 
£2 05im*IW£ k fc J: 0 * 4 OH$8££j£S-e4X 

20 [0034] &fetagfc{K«Ellttftii. ±&>Cft 
ttfMc&wt, a— f«KBcWW"4H*«>*20flr 

[0035] 

{wmnwmm bit. 3W*wt*««aiw>»»fc 

[ 0 0 3 6 ] 0 1 {4*ISBJ^<0^ife^fflSii4 v-X 

T^mm-M^tmrnx-h h . sifcfe^x. # 

•T* { fiMa-r43ytrjL-^->xf a (ot. t'il^ 
40 is. a-— r«S 1 fc"9w<SBSB2 fc{±fc t VSHk 

[0037] jL-fwaeiti. *#<ti**iii.r-f 
114 «) -ciliftdn-cv^. (CB. ii^w^y 

DD)111, 7W^v7';l'-T-<X^K7^7'(FD0)115, CD-fi 
0MH5^ril6 at/i^SilTV^V^CPU, RAi. R0H9 
3Wfi^<xT^4. 
50 [0038] CD-ROM H y 4 /116 fciiCD-ROM CD #gA 
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Ztl&tf. JICOCD-ROH CD Cli^f&q&frfcfciOffiffiS 
3 f7 C itz b US EffiSaTlfcT 

z^AEPi ts-a^L.rfev>r*>i:<, £*:ci>-rom cd, 
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[0039] wmtu^ imsmizsBB^ixx^i 

1 fcli##110 OHDDlllt-Biaig^a-CA^^tffi 

^nytA-^v-xf At'* 1 ), HDD2lljW§;c$>trt:fc 

i^HDOaitfi^^M^Ufft^*^?^ 0 
/5AEP2 tftlbi if CD-ROM CD ^OlBUM**^ 4 V 20 

[004 1] B2 U*#»H6«* 1 ^lS®S:ift B J-f & 
[ 0 0 4 2 ] Srfc , OT«#HaB«Je*N 3 y 

r yy c gftti g E8?atss?> y •? v *> x r LTffifiS 
ftis-f v ?;pt- * cc<7)^m-ca)-R0M cd fcE&Sivc 
jL^of^^J^trfiffiSftTfi 1 ). -^CD-ROM 
CD MtmfcB&ZixfcTV?>VT-f<XtSFMW.t 30 
&fctf>4)JS$7"0:77Al)Pi: . £«9JS¥?|7 , 13^ : 7AIJ>£ 

ffrn^AEPl itfiE&SivO^. ttz. -x— «H 

T£>0, i^/<i^2l^vvciWfclMM"*0>tt* 

[00 4 31 02t*3V^T, a.— rfflHSlTii, 
i-if*«e#<Oi— fiSS'JS^ ju-f iDkW 

9)uiD$-A*-rst, •e-iifciiffT'o^AEPi #sfi 

0|S3£tfLTir-;«S2^i3-£& (Xr-yT 40 
t, g?f7'o/?AEPl fcT^Affiffi (SL8) Rt£S6 

(^.-f-yrsia, ioffliaRiSr^wJKsmffisus- 

S^ttJrOr-^aRl. Su) ££i£L Utv7"S1 

[0 044] dcOiofcLTUffT-o^AEPl jtflBfcp 
Lfc7*-*C0ll. Su) 9«£Elfc 



0S3Sr^L-r-t-A(! 
S14). 

[0045] lJ--AflH§£S2-Ct±, J--ifffll^Sl* l fe 
jl— fID UID&tfr-?C(Rl, Su)£fflfIBiB3£-rt-L 
TgfTtl. 1 (XttTSHK H«ra/7AEP2 

^tTD^5AEP2 li, «tLfc7*-*C<Rl. Su) £t 

T'T-^3»^eSS43tjS^$€TSUcRl?r^S Uf 
•y7"S23). 

[0046] <fcfcU---Kffl[gS2-Ctt, ^TT-O^^A 
EP2 tfSrfcfcT^AfirfB (SJt>R2£S6£?-e Uf 
vTSM). T-^3^^SS43tJ: 0#tii)tS5LSRlta 

^g^^O^WSJSftil^Ss^^ffl LTr- *£8I«44 
t^$^T-f-^C(R2//Rl ( Ss) ££j£L Uf";T 

S25), mmmzftvxz.-i'mm.i^m-intz 

1 0 0 4 7 ] r-^3S«lia544Ti<OT-^C(R2// 
Rl, Ss) ££R!^Si#*-i:\ BAWajWMTJMitffl 

[0 048] deor-^cw/Ri, Ss) iSitl-Sk 
(Xf v 7^15) . J«.-¥0Kfia 1 t'i±. AE 

^umfflsu-c&gMz-ttzzbtz&'o. a»Ris-^i» 
sesfaro/ 7 AUPSiei)fcBjfi$*T.-c^i>3yr 

[0049] H5(i*^PJ^?5m2 corai?:^t-S 

[0050] a.-ifi!isiai "cii, ^-f J—- r*ie#<o 

jl— TID UID^ATJ-TSk, ^tLlr^T7-n^AEPl 
T-/ 7*531). 

[00511 iiLk^UT, •?-/«g2lii— fffll 
IMl*»fe3.— fID UID^gfi^-Si: (Xr y7*S4D, 

=7>ymm (mo Ri«-f6&3^ (xt-/t^42), 31 

7^43) . i-ifffl^a 1 TliiOfflJBll^SfiU-C^.- 

-ft^-rs (xf'!-rs32). 

[0052] jl- ifti, Z<r)V—rt^iW.2frt>&fi2 
titc8Lm\ b J&iW&tf&fcu b l £A2J 

■TS (Xr-y7^33). icoajtRlkftWiKmfiSut^ 
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m R2£8£;*-fr (XTy7*S34h £3TtmiS«Su£>< 

i5Hi-TT-^^*il$-t"Cf-^C(R2//m.. Su) 

(Xr 7 7335) . 3-—f£.&7fit& . 
[ 0 0 5 3 ] d<3.k -5 1 U-d^7*o^7^EPl V$k*F 
Ltr-^C(R2//Rl, Su) ^jl— fjm^o.— ^BJSIM 

<yTS36). 

[0054] t-;«I2 t'ti. 3-— fffi^S 1 
T-^C(R2/A1. Su) S:ji^|ll«13Sr^LTSmi-|»t 
(XT>y7*S44h H^7*P^5AEP2 aPSac-WILT** 

cojl— r id mozmz#x%m*<o&mmm<7) 

L^T-^C(R2//R1. Su) Gf-fK-xefrUBMOi 
aa»«*TSIJWtt. R2*#6 (Xt-/7S46>. 

ep2 ^-^asaMMaaflRoaitfcajSBi'sAfca--- 

■fWffll's^LfcJUWkiMHM5CttK«* (x 
T-y 7"S47K -gcLTVtfifcf. «fcfc5 yaffil (a 
B) R3£?&£3-£ (Xr-yrS43). ;r«fi&R3fcjfcKT 

(R3//R2. Ss) (X-f>y 7"S49h a{gaft3 

*tt «eh i Uf i rsw) . 

[ 0 0 5 6 ] fcS. t-*!8^44T'£«t-:PC(R3// 

R2. ss) *4B^-*ejSrc, ^s?ai* < '£^'r'fch.{f* 

[00 57] i<?)T-^C(R3//R2. Ss) £gflTI>fc 
(Xry^S37), a-flWSailTtt. WKTo^AE 
PI ^T-^jS^^t^ti-ift^A^UJtft 
«HWIMB5u-C3W«ft*&CfcfcJ: l 5 (XT-y7*S3 
8). &iM)2£*#S. gf?7*a/9.WBPl z&r-f 

R2ktt«ffl33fcja8S* (XTy7"S39h -&LTVtfl 

T2'yatt>flRl*Htt3- 1 ** (Xr v 7*540) . 
[0058] ia8tt«WI!«6^3»«l*Wfi^* 
fc^^a, 13 9 14 WW.— f fflT&E 1 Ottfl^JR* 

[0059] i— Ttt» 4ra.—«W6*«> 

imm®m*if^v~><mM.2'^mz*£& (x 
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T-y TS51). tfcP^t. i— f^i*?i^i'®^S^a5u£3- 
— f{I3ISl£A?1-y , "£> (Xt"/7"S52). CKOftWIS^ 

VCnWtififfl (HT. 3^T>'7H«flW , Ji:B3)PID 
. SrCD-RDM CD a»6R*SBL (Xf -y 7"S53) . -Tflfc&W 

-mt£&Zith (XT-y7"S54). 
[0060] iJCfc, Hfr7W7AEPl tt. WW 

10 h'-7 i 7@*fiBg. £fc<ii-if (IKS 1 1=4 fx 

<tfm (WT. A-K/OSl]qfffiffiJ;md)HID$rif!*aj 
U (Xt 7 7555). ZtitJ--^™ mMisirtX®. 

S*Tt-^C(HID//UID, KY) Sr^S-fr (Xfv 7"S5 
6), X.— ftzWfrtl. 

[00 6 1] CliO«te , CtT5lfi7*n/7AEPl 
Ut-f-?C(HlD/UID, KYJfca-TWE*-- fffllSIS 
ltAT^tSdfctiO. 3?ff7-n/^EPl a-etiSr 
20 iimiIl&3£:frLT?w«S2'^{I§- , i:l> (Xt 
•y7"S57). 

[0062] Hfw^a2Ta, a— TWi» 1 
T-^C(HID/UID, KY)S:afi|51ia3i&^LTS<rr6t 
(Xt-/ 7^72). ^fTn^7AEP2 *«^ , ^t$^iLTV^ 

riD uiDt^-c (xt */ 7*s7i) , &wmm 

^g?41('T-^"<.-X42^toa^$^T^SSiX-C 
^S^OJL-if^i-iflDSr^^-fr-CS^^co* 

s-axoffi*^ (XT-y 7-S73). ^Lxmrv^j^ 
30 EP2ii. zffmwm^msb^yTy^ccnmm 

PID fc^A,^'!7^-^^^46l^^^-^KY2:i 
J&$-*-g> (XT y 7574). 

[0063] iXt. -T-^'lSUISaT'tt, ^^f7*D^7 
AEP2 ^t7^-^^^46A*fi£Lfc^7>- 
^KYS-ffifflLT, jfctCJL— !Tffl!lllSl*^'SffitTV^ 
T-^COnD/UID. KY)f-7-'-^i£^SW3(C^aa$-ii- 
Tt-^HID//UID^#& (XT7 7^75). ^T7' 
0/9AEP2 ii. T-^jS^^^^OtUL^T-^ 
HI D//UID(?5|*I«OT-^UID SrifefcSii U-C V *fci-r"ID 
40 UIDtlfcSSa45fc:Jt«$*5 (XT-y7*S76). 

[ 0 0 6 4 ] £*k C<OMtSB45TWL— f ID UIDtfJifc 

[0065] it»45tc<fc S ifcJi^^**— St V 

^Tru/5^EP2 (if^t^v^Atsfg (sua) 

(XT-y 7-S77). c:c?)SlSR2fc5feC-f-^ 
jg^^fci 0#^»iifcT-^HID//llIIWrtWN- K 
/OSBW-m^ID t|5fcK3W^9>-*4J«Wfi** 
t£Lfc^S^<^^-^KYD T'f-^^iW4^^ 
S*Tt-^C(R2//HID. KY)^#S (Xtv 7578). - 
50 ^T-^^»S44t:J: 0^feiTJtT-^C(R2//HID. KY) 
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T-y7*S79). 

[0 0 6 6] £<Dt-*C(R2//HID. KY)2:SfrrSi: 
PI t-^C(R2//H1D, KY)£$fcfcW?;><-*& 

6 (*T>y7S51>. Hffrn^AEPl t±. Z<r>ir-t 

f^Sl^v-F/OSlffiF'IfffSHID fcJfc!&&33£Jt&$ 1 

UP£ jgiJ LT EMZtlX V ^ a >x CWDf3«£^S& 

Ur-yTS61>. 
[0067] *»«IW»U*tfc» * 5 fcHHCacfcvt 

[0068] miti#9&Ofe0K 1 

[00 6 9] iaTW#Hf6<OJgSC±5^"C{i, 3 

x^—f^Mzj- tb$mx-m>ztix a o » ckdcd-r 

om cd iciafcffi>S*ufe7'^^ f -^a:*aBJM[ 
ma i i^vvcsiiwawwswuiiffrn^ aep 

[0070] HllCistvt . ^-~«SS l Tli. * -f 
To^^AEPl #Sf|0ill3£:frLT^-AiIgS2'v 

*7-KPWu #A#£iUfc, fSffro^AEPl OA 
WlfcJfctU C^SUSRlt^— y*ID UIDki&AX 1 ?- 

*fltf f -*H(R1//UlD. PWu) L 

[0071] i<0 * 5 (c lX£fi7a?7J>.m 
tJt*iiS#E(R1//lJID, PWu) 5;i-f*lti-fl 
1 fcWrt"* ittiO, Hff rn 7? AEPl li* 
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fi^a(inis3 *fti,x?-rt®mw.2N&m j t&. 

[00723 WKB2Tli, a— IfffliBB 1 
a— flD UID2Uf$&#^E(Rl//l)ID, PWu) ftSMGNft 

$fc.T§a$ft.TV>£*gS<^-- fcoa— f ID UID£& 

UL gmLJt*E##E(Rl//UID, PWu) £ IDW7- 
PWc TftWKSWMfliSih SJttlfci— f ID U1D 

[0073] afcuw^Ba2Ttt-. mf-mr?* 

EP2 0*. «^BM3Ci9»Mifc:»---- WD UID£5fefc 

u?*jM.n tififceaKR2»&J&U tt#4K*43T* 

*£B&^"(fc8P44fc ID/; W7- Kr-^<-^42A»fea 

E(R2//R1. PMc)*£lft3tt. jfilgE]^ 3 Sr^ft" LT If 

(R2//R1. PUc)££d»-«l9jAT. BA«BSV««SPtr* 

[0 0 74] ^<0^~E(R2//R1, PWc) Srgft Lfca.— f 
JfflgaiTHL ^rrn^^AEPltf. Jf-E(R2//Rl. P 
Wfc) i 9tiZD--*fU$tlfi7Jl W « 7- FPWu T1^5- 

LTV^ae^arn^^AUPSr^HlLTff^SitT 
[0075] ZcoXiiz* Wtt£7fiZtiX^l%l<rM 

m<m®x'ii. a— r«i— f owns 1 tc*r lt a.— y 

ID UlDt^N'^V-KPWu iSrAA-fS. i-WA^L 
fco.— 91D m&¥$LX'V--><WmW2'<j&m2tit>k 

»tk LT^'«IB6*2-^aSfl8n*. 
[0076] 1^-WHfiB2-CH:. ^Jttfifitfci- 
i -TlD UlD*>t iD/vcxv-H-r-^-^fcgffi^ix 

1 1 Ufci— f IDUIDfc Otm-h ZbfcX 
[ 0 0 7 7 ] *fc. -»--AMMB2Tli*a»f tat* 

2^fi LfcflJWl fe *JttS-t'& i i: C J: 0 "9-^ 
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[0078] m\2\z&wffi^%2<r>$m.<tfmzw. 

To^5AEPl *fjifiIaltl3^^L-C-»f-^'l|^a2^ 
[0079] dflfcttL/C, ■frwSflBSWCtt, Hff 

T^-ifffl^Mi^iiHis-e-sa*. -t^Hfca-— tno u 

;U7- Mftgtf tt£ ID/^ , XV-H7 r -^^-X42lC 

-*E(R1. PWc)£#£. Hffro^7AEP2 te^Bfrf 
<fO«4UcJ: 9*fc*tfcT-*B(Rl. Rte)**W**fc 
LT3i«EHI3 S^LT^<WW2A»ai«S*Ti 

[0080] a— tftt, i <W- AfflSgE 2 

ftfcjHflHsoa, pwofcAx^-KPWu kJL— no u 
iDt * jl—whm i KAflt * . §gff aepi 

tta-iW;UjL;fc>W?-W , IAi lei f)SW§E(R 
1. Wc)*«9fc«321 fcWHfcSHKaRMHWlH 

[0081] iwioKlTHfrTo^AEPl 

SltA*-ri^tfc«t 1 ?, HfrTa^AEPl tt^h. 
»SABM3 L*1f-'<IB«2'SjSlfi**4 . 
[0082] -t-JV0Sl2 Ttt. i-lfllBSg 1 
#&#^E(R2//R1, Wu)fcaffiHli3*fl'LT5t8-*4 
L Hff7-o^^AEP2 A», jfefc ID/AXV-Kr-^ 

E(R2//R1. P*)&a9ftaW3t«9fl:S*TSUttl. R2 

[bo83] a(c^<i«a2-eii, tmrayu* 

EP2 «^«3*«WSJTO*ftfci-iriB6ai 

442 £H£^ft$-tT*-E(R3//R2, PWc) il 



■HttflM42 tM?>*-E(R3//R2. roc)£&ft*-*Bfe& 
[0084] d<0^~E(R3//R2. PWc) S-gflLfcx— f 

kksitul ntfT'o^AEPi^Ki— 

A&U^XV-FPWu £3f-E(R3/^R2. PKcJmf-ffc 
SS322 tm^flS^-frSClfcfciO. AJRR2. R3£#&. 

[0 085] ^<Dj:3K. S12fcjfc$ivt^i>&2tf>^ 
jfeOjRBTIi. i^/<flBffl24»^SORM*i-f , ««t 

— FIBggl'viifiU i—WESa 1 TUgtf*^* 

t LT^'«Wa2'vjaW6 . "fr^flWateTtt 

-fill 1 'vS^L£gL&Rlfc£U£f£ d k t«k 9^ 

[0086]**:. ifw<0«« 2 

PWc THSBf^fkLT^-kLTo.— f^Sl^J^i 
Us a-ifffiJgait'fii^-Sr-^-f^A^tAc^ 

imSl^iSftLfci5L^R2kibiK-r*ifclci O^-^ 

30 [0087] =5r45§S 3 comzmfcb LX . l&omu 
OgWH^8tlTV»4W2«WWffl»t*JV»T» -fr 

-^mi2*^i— fii^ai ^a»Ri5rB&^ftLr 
[0088] mw&miij&.0>%4<n£ifc<w&m%i 

7-d^7AEP1 *«BB«3*^L-C1^/<flBa2^ 

[0 0 89] iilfcMLT. 1T-/<«a2-C»i. 
40 7"n^7AEP2 tt. a— »Wffll*»fe5£llLfci- ; 9 s 
ID uiMcftoT/txy-VWMtMlic id/**?- Ft 

^^(S-f^^V-KPWc £K "3 »t^f 
rn^5AEP2 ti, a»Rl$-^L. ^^aaRlcb. a. 
— fID OIDk. ^tol&hhKX^hV-'MWjMWte 
ttttrtX !D/v-!X , 7-FT-^ / <--X42* > /55fetlS 
9fflLfcSMW»W«!7-FPIte T-Bt^fl:a5441 teffi 
■^lb§*TT-^OES(Rl//UID//Kp. PWc) 

50 &m^kLxmm®®3*-itLX3~-ifM$mi*& 



(1 

23 

•?>. _ 
[0090] JL-iHi, CK^-AffllS^a^g/FS 
Wt5W»9BES«l//0ID//«>. Kfc) k . IfID UID 

k. /W7-KPWU kfc^-iriffl^ElCAfrfi). ^ 
fit J: HfrTO^AEPl ligtt##DES(Rl//UID/ 
/Kp, put) £^*7-FPWiCJ:9&*Hi8B21 

^-e-tr-^Ri. uid £sxoaj-r. «ffrn 

77AEPI ttft9ftS321 ■COtfcSftfcUID k5fcfc^3- 
-•FtfAflUci-iflD UIDfc£Jfc&85331 KJttfcS-* I 

*.<7-KPWu fc ££;Mft}fcKmWlB21 
•r-^RAS(R2//PWu, Kp)5:*S#^fc LTi— 

r*. 

[0091] icoJ:etcL.T^fro/9^EPl tfl^r; 

usitA^-rs-tti 1 )^ mfrTu?7*.m a* 

tL$rfflfiIUISl35:^t-r-9--^'ffl^fi2^j*fi$-ti:S. 
[0092] -9w<WKB2m. a.~«flBfiS*l 
$&#^RAS(R2//PWu, Kp)S:a{iIl]i83S:^tTS^f 
6k. jt?f7^^5AIK3WBW^J:9«^«3 

[00931 8cfcir-'<MKS2Ttt. ^TTa^5 A 

EP2 *«, fll^aiOjWROffltfc/W^-HHfci k5fe£ 

,tX7- FtJBMMl** ID/A^y- 

A>3X 9 US t/fcttHiffa-WW «7- KPte k * Jt$$45fc 

D^5AEP2 tt*rfcfcS»BfcAl*U ^tf>S(J[R3fc5fc 
t«^t»43tJ: 9#£ftfc»2k£^b€JtT-? 

PWc JtiOflMHtaMC t9f4ft§^r-^E(R3//R 
2, PWc) .Itf>T-?E(R3//R2, PWc)li* 

- k LT , SHIEffc 3 Stf LTO-— n«B 1 

[0094] ,I<0*-E(R3//R2, Bfc)*«ILfc3— f 
MtBlTti. ll?T7a^7AEPl#Jfc«SfB32 (C^p— B 
(R3//R2. Pfc)**ta-1ftfX*Lto'«'7-l«Ptti 
-CflHHtStfi^fcfcJ:^ SlStR2, R32r*#£. PlffT 

lit LT v *Ufg eSHITo AUPfcjggj l/CBGBSil 
[00 9 51 dtoidte. Hl3fcSS*tO*4*40>£ 

"CSMtU £ftfe1^-'<MM2ro=«.—!rwMi»* 

A*<7-KPWu t'Bf^^LTi— f Iffl^S 1 ^SttS-t 

k l-c a»r h . i-ir ari i v\i%m*m--f 
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ID UIDka.-- f i^ATjLfca-- TID UlDk£Jt!&t 

[ 0 0 9 6 ] tt:. gftS^fcUlf-' «a 2 -Cf&£ 
3 *tf:SL8Rl k £HHKiP k * ftX v >S 

or. a— wan i TnafifefcSjmiJWfefca- 

-t k Lr^w«s2^frri. . -r-m 

, y^7-HPWu £^SS*<7>A*"7-h'PWc kMTtS 
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